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Installation document

How can you install Certificate Manager? Certificate Manager is delivered in a Docker container. So first you
install docker-ce and containerd on your machine. Once you have done that, the easiest thing to do is
create a directory. for example:

nkdi r /opt/certificatemanager
Install docker RedHat based

First install the docker-ce repository and activate the repository

sudo dnf -y install dnf-plugins-core
sudo dnf confi g-nanager --add-repo https://downl oad. docker.com |i nux/rhel/docker-ce.

To install the latest version execute te command below
sudo dnf install docker-ce docker-ce-cli containerd.io docker-buil dx-plugin docker-c
Now we need to start the docker engine and enable it on boot

systenct| enabl e docker;systenct|l start docker
Docker Compose

Go into this directory and copy the yaml code below into the docker-compose.yml file.

servi ces:
certificatemanager
i mge: hostingbe/certificatemnager:| atest
cont ai ner _name: CertificateManager
restart: always

ports:
- 8080: 80
depends_on:
db:

condi tion: service_healthy
envi ronment :

- SECRET=JZXygyTFnbsbERXCnladRSHwWHj gLwbzL # secret store safely offline
- DB _HOST=db # hostnanme db server

- DB _NAME=certi fi cat emanager # db nane

- DB_USER=r oot # db user

- DB _PASSWORD=secr et password # password nysqgl database

- CM_ URL=http://Iocal host: 8080 # URL of certificatenanager

- VAULT_URI =https://your-vaul t-url:8200 # URL of vault



- VAULT_TOKEN=[ vaul t token] # your vault app token
- VAULT_PATH=certi fi cat emanager # root path vault to store data

db:
i mage: mari adb
restart: always
user: root
vol unes:
- .Inysqgl:/var/lib/nysql
envi ronment :
- MARI ADB_ROOT _PASSWORD=secr et _password
- MARI ADB_DATABASE=certi fi cat emanager
expose:
- 3306
heal t hcheck
test:
[
"C\VD',
"/usr/local/bin/heal thcheck.sh",
"--su-nysql",
"--connect",
"--innodb_initialized",

interval : 10s
ti meout: 5s
retries: 5

Through this docker-compose.yml file we use a mysqgl docker container for storage, but you can of course
also use your own MySQL database server. Do not forget to enter the correct information such as
hostname, username and password. Make sure that the docker container can access the MySQL database.

VAULT

To store the private keys and passwords, Certificate Manager uses a Hashicorp Vault, which you install
yourself.
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